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1. Service Principal

How to create a Service Principal in Microsoft Entra.

Step 1

Go to Microsoft Entra and navigate to App Registrations.

<& inPrivate O #  App registrations - Microsoft Ent X~ -+

&« > O M (] entra.microsoft.com,
. . 3 Pascal@embedsy.io
Microsoft Entra admin center R Search resources, services, and docs (G+/) EMBEDSY (EMBEDSY.IO) Q
“ Home >
A Home . .
App registrations =~ - X
“/ What's new

Diagnose & solve problems @ Endpoints K Troubleshoot O Refresh i Download Preview features }@ Got feedback?

All applications ~ Owned applications  Deleted applications

% Favorites N
O Start typing a display name or application (client) ID to filter these r.. +V Add filters
Identity N
Overview This account isn't listed as an owner of any applications in this directory.
N View all applications in the directory

Groups v

Devices v

6 Applications | N

Enterprise applications

App registrations

>
®©
R Users
AR
e
&

& Roles & admins v

E| Protection v

= Identity Governance v

BB  External Identities 2 M
£ Learn & support N

Step 2

Click on New Registration.



& inPrivate O #  Register an application - Microse x

&< O ) (@) ‘entra.microsoft.com
Microsoft Entra admin center R Search resources, services, and docs (G+/) 5 Pascal@embedsy.io Q
" . EMBEDSY (EMBEDSY.I0)
Home > App registrations >
A Home . . .
Register an application - X
¥/ What's new
{ i & solve probl o
lagnose solve problems
2 i *Name
The user-facing display name for this application (this can be changed later).
% Favorites N
[ embedsy_portal_user I v
% Identity A
Supported account types
® overview
Who can use this application or access this API?
v
B I( Accounts in this organizational directory only (Embedsy only - Single tenant) I
A8 Groups v O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
I Devices ~ Xbox)
O Personal Microsoft accounts only
5  Applications ~
Help me choose...
Enterprise applications
App registrations
I Ro Redirect URI (optional)
& Roles & admins v We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.
Protection v . -
& I l Single-page application (SPA) III |npUt URI from our email
JU
i v
&1 identity Governance Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.
-
8 External Identities A
By proceeding, you agree to the Microsoft Platform Policies 7!
2 lLeamn& support
<«

Step 3

Give this Service Principal a name. In the Redirect URI section, select Web and enter a redirect URI. This is the URL that the user
will be redirected to after authentication. If you do not have a custom domain yet, you can use the default azurewebsites.net URI. If
you have one, use it. You can always change this later.
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InPrivate

Microsoft Entra admin center

A Home
“/ What's new

Diagnose & solve problems

Favorites

»*

Identity
Overview
Users

Groups

M ¥ 0o © ¢

Devices
5  Applications
Enterprise applications
I App registrations
go Roles & admins

Protection

8

Identity Governance

8 External Identities
2 lLeamn& support

embedsy_portal_user - Microsoft X =+

entra.microsoft.com

£ Search resources, services, and docs (G+/)

Pascal@embedsy.io Q
EMBEDSY (EMBEDSY.IO)

-

Home > App registrations >

‘ O Search

# Overview
Quickstart

#" Integration assistant

# Diagnose and solve problems

Manage

B2 Branding & properties

3 Authentication
Certificates & secrets

1l! Token configuration

= APl permissions

Expose an API

App roles

& Owners

4. Roles and administrators

@ Manifest

Support + Troubleshooting

2 New support request

i embedsy portal_user < - X

« [i] Delete @ Endpoints Preview features

o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —>

A Essentials

Display name Client credentials

embedsy_portal_user Add a certificate or secret

Redirect URIs
0 web, 1spa, 0 public client

pplication (client) ID
[ 6949a366-5b6e-4aa7-aa86-5a018c2b0b6S |

Object ID
€38898f4-bc94-4f01-92ec-283f5¢c3 1ad64

Application ID URI
Add an Application ID URI

Directory (tenant) ID
0adc4797-2977-41a3-b229-c5130414fc67

Managed application in local directory
embedsy_portal_user

Supported account types
My organization only

@ Welcome to the new and improved App registrations. Looking to learn how it's changed from App
registrations (Legacy)? Learn more

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication
Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical support and security
updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft
Authentication Library (MSAL) and Microsoft Graph. Learn more

Get Started ~ Documentation

Build your application with the Microsoft identity
platform

Step 4

Copy the Application (client) ID. This you will need later, and it will be referred to as the Client ID.



& inPrivate O #  embedsy portal_user - Microsoft x -+

< C @ o] entra.microsoft.com

. . . s Pascal@embedsy.io
Microsoft Entra admin center £ Search resources, services, and docs (G+/) 2 EMBEDSY (EMBEDSY.0) Q

Home > App registrations > embedsy_portal_user

A Home .
embedsy_portal_user | Certificates & secrets = - X
“/ What's new
Diagnose & solve problems ‘ O Search ‘ « &7 Got feedback?
2 Overview
X Favorites v Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at
a web addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate
#" Integration assistant (instead of a client secret) as a credential.
% Identity A
# Diagnose and solve problems
® overview x
Manage o Application registration certificates, secrets and federated credentials can be found in the tabs below.
U v R
R == B2 Branding & properties
8 Groups v 3 Authentication Certificates (0) Client secrets (0)  Federated credentials (0)
2 Devices v A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as
- - application password.
I} Token configuration
5  Applications ~

= APl permissions

e e Expose an API Description Expires Value © Secret ID

App registrations
I PP reg App roles No client secrets have been created for this application.
go Roles & admins ~ & Owners

4. Roles and administrators
B  Protection v

@ Manifest
(O] Identity Governance v

Support + Troubleshooting
8 External Identities voT

42 New support request
£ Learn & support AN

Step 5

Navigate to the Redirect URI section to add an additional Redirect URI. Click on Add a platform.



& inPrivate O # Add a dient secret - Microsoft Ei X+

&< O ) (@) ‘entra.microsoft.com
- - ; s Pascal@embedsy.io
Microsoft Entra admin center £ Search resources, services, and docs (G+/) 2 EMBEDSY (EMBEDSY.0) Q
a .
> > H
A Home Home > App registrations > embedsy_portal_user Add a Cllent secret X
embedsy_portal_user | Certificate
“/ What's new Description I l embedsy_portal_secret l I
. oF
Diagnose & solve problems ‘P Search ‘ « R Got feedback? Expires I l 730 days (24 months) o l I
# Overview
% Favorites v Quickstart Credentials enable con
a web addressable loce
4 Integration assistant (instead of a client sect
% Identity A
# Diagnose and solve problems
® overview
Manage o Application regis
U v .
R Users B2 Branding & properties
& Groups v 3 Authentication Certificates (0) C
I Devices v Certificates & secrets A secret string that th
. . application password
I} Token configuration
5  Applications ~

= APl permissions —+ New client secre

Enterori licati .
nterprise applications Expose an API Description

I App registrations App roles

No client secrets have

go Roles & admins v & Owners

4. Roles and administrators

B  Protection v

@ Manifest
(O] Identity Governance v

Support + Troubleshooting
8 External Identities A

2 New support request
£ Learn & support AN

Step 6

Select Single-page application.



& inPrivate O #  embedsy portal_user - Microsoft x -+

< C @ o] entra.microsoft.com

Microsoft Entra admin center R Search resources, services, and docs (G+/)

Home > App registrations > embedsy_portal_user

A Home L
embedsy_portal_user | Certificates & secrets = - X
“/ What's new
{  Diagnose & solve problems ‘ P Search ‘ « £ Got feedback?
Overview
K Favorites v Quickstart @ Got a second to give us some feedback? —> <
#" Integration assistant
S Identity A i Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at
# Diagnose and solve problems a web addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate
@ Overview (instead of a client secret) as a credential.
Manage
U v .
R Users B2 Branding & properties
A Groups N S Authenticat @ ~pplication registration certificates, secrets and federated credentials can be found in the tabs below. 2
uthentication
2 Dedes ~ Certificates & secrets
. . Certificates (0) Client secrets (1) Federated credentials (0)
I} Token configuration _
5  Applications ~

9 API permissions A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as

Enterori licati application password.
nterprise a ications
B 7 @ Expose an AP

I App registrations L App roles ~+ New client secret

Description Expires Value © Secret ID
& Roles & admins v & Owners

embedsy_portal_secret 14/08/2026 8Ih8Q~xjvl.Of98mMN-IY.. cc1b9b40-0c06-4794-9... B [il]

4. Roles and administrators

B  Protection v

@ Manifest
(O] Identity Governance v

Support + Troubleshooting
8 External Identities voT

42 New support request
£ Learn & support AN

<«

Step 7

Enter the same Redirect URI as in step 3 but append /login/auth-callback to it.

P search ¢« O Refresh A Got feedback?
B overview

& Quickstart Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

& Integration assistant .
all the permissions the application needs. Learn more about permissions and consent

K Diagnose and solve problems
~/" Grant admin consent for Embedsy

~ Manage
B Branding & properties API / Permissions name Type Description Admin consent requ... Status
3 Authentication N Micrasaft Graph (1) o
Certificates & secrets User.Read Delegated  Sign in and read user profile No
1! Token configuration
I % API permissions I To view and manage consented permissions for individual apps, as well a3 your tenant's consent settings, try Enterprise apy

& Expose an AP

Hi Approles

&b Owners

&, Roles and administrators
@ Manifest

> Support + Troubleshooting

Step 8

Navigate to the Certificates & secrets section and click on New client secret.



Home > Embedsy | App registrations > embedsy-portal-stadt-luzern

Request AP| permissions

# Integration assistant
X Diagnose and solve problems
~ Manage
B Branding & properties
3 Authentication

Certificates & secrets

1l Token configuration
- API permissions

& Expose an AP|

App roles

&2 Owners

& Roles and administrators
I Manifest

> Support + Troubleshooting

Applications are authorized to call #
all the permissions the application n

-+ Add a permission " Grant
API / Permissions name
v Microsoft Graph (1)

User.Read

To view and manage consented pen

= | APl perm
Select an API
D seard o < [®) 5
s ) ‘ & Refresh A Got feedback Microsoft APIs  APls my organization uses My APls
i Overview i
Commonly used Microsoft APls
&4 Quickstart Configured permissions

Microsoft Graph

Access Microsoft Entra ID, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more

through a single endpoint.

o
‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
<4

l:‘ Azure DevOps

Integrate with Azure DevOps and Azure
DewOps server

; Intune

Programmatic access to Intune data

[' OneNote

Create and manage notes, lists,
pictures, files, and more in GneNote

S\, Asure Service Management

Pragrammatic access to much of the
functionality available through
the Azure portal

(:) Microsoft Purview

Unified data governance service that
helps you manage and govern your on-
premises, multi-cloud, and software-as-
a-service (SaaS) data

Power Bl Service

Programmatic access
to Dashboard resources such

—
Azure Storage

Secure, massively scalable object and

data lake storage for unstructured and
semi-structured data

ﬂ Office 365 Management APls

Retrieve information about user, admin,
system, and policy actions and events
from Office 365 and Microsoft Entra ID

activity logs

B snareroint

Interact remately with SharePoint data

Step 9

Add a description and select the expiration period. Click Add.

C All APIs

@ Microsoft Graph

Delegated permissions

Request API permissions

https://graph.microsoft.com/ Docs

What type of permissions does your application require?

Your application needs to access the APl as the signed-in user.

Application permissions

Your application runs as a background service or daemon without a
signed-in user.

Step 10

Copy the Value of the client secret. This you will also need later, and it will be referred to as the Client Secret.




Request APl permissions

¢ All APIs
@ Microsoft Graph

https://graph.microsoft.com/ Docs

What type of permissions does your application require?

Delegated permissions
Your application needs to access the APl as the signed-in user.

Select permissions

Application permissions
Your application runs as a background service or daemon without a
signed-in user.

expand all

lfr’ mail.send

Permission

v Mail (1)

Mail.Send (O
Send mail as any user

Admin consent required

Step 11

Navigate to API permissions and click on Add a permission.




Configured permissions

-+ Add a permission | ~ Grant admin consent for Embedsy

Admin consent requ... Status

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

APl / Permissions name Type Description
~ Microsoft Graph (2}
Mail Send Application  Send mail as any user
User.Read Delegated  Signin and read user profile
s Power Bl Service (2)
Dataset.Read.All Delegated  View all datasets
PaginatedReport.Read.All Delegated

Yes

MNo

Make API calls that require read permissions on all pagina... Mo

A\ Not granted for Embedsy =+«

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

Step 12

First, add the mail.send permission from Microsoft Graph (Application permissions). This is needed to send emails from the

ProConomics Portal.

(O Refresh & Got feedback?

A\ You are editing permission(s) to your application, users will have to consent evenif th

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/a
all the permissions the application needs. Leam more about permissions and consent

" Grant admin consent for Embedsy

APl / Permissions name Type Description

v Microsoft Graph (2)
Mail Send Application  Send mail as any user

User.Read Delegated  Sign in and read user profile

To view and manage consented permissions for individual apps, as well as your tenant

Microsoft APls

Select an API

Commenly used Microsoft APls

Microsoft Graph

A

r:l Azure DevOps

Integrate with Azure DevOps and Azure
DevOps server

== Azure Storage

Secure, massively scalable object and
data lake storage for unstructured and
semi-structured data

0 tntune

Programmatic access to Intune data

[l OneNate

Create and manage notes, lists,
pictures, files, and mare in CneNate
notebooks

APls my organization uses

My APls

(") Azure Rights Management
Services
Allow validated users to read and write
protected content

# Dynamics 365 Business
Central
Programmatic access to data and
functionality in Dynamics 365 Business
Central

TO¥ Microsoft Purview

Unified data governance service that
helps you manage and govem your on-
premises, multi-cloud, and software-as-
a-service (5aa3) data

, Power Automate

Embed flow templates and manage
flows

Access Microsoft Entra ID, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more
through a single endpaint.

-—
)‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mability « Security, and Windows 10.
N

S, Azure Service Management

Programmatic access to much of the
functionality available through
the Azure portal

b Dynamics CRM

Access the capabilities of CRM business
software and ERP systems

I] Office 365 Management APls

Retrieve information about user, admin,
system, and policy actions and events
from Office 365 and Microsaft Entra ID
activity logs

Power Bl Service

Programmatic access

toDashboard resources such
asDatasets, Tables, and Rows in Power
Bl

Step 13

Then add the Power BI Service permissions. Select Delegated permissions and add Dataset.Read.All and Report.Read.All.




Request APl permissions X

€ All APIS
Power Bl Service
https://analysis.windows.net/powerbifapi/ Docs

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Step 14

If you want to use Paginated Reports, also add the PaginatedReport.Read.All permission.

Request APl permissions X

< All APIs
Power Bl Service

https://analysis.windows.net/powerbijapiy  Docs

What type of permissions does your application require?

Delegated permissions Application permissions
Your application needs to access the AP as the signed-in user. Your application runs a5 a background service or daemon without 2
signed-in user,

Select permissions expand all

k Dataset.Read.all

ﬂ The "Admin consent required” coburmn shows the default value for an organization. However, user consent can be customized per
pErmission, user, or app. This column may not reflect the value in your crganization, or in organizations where this app will be used. Learn
moreg

Permission Admin consent required

" Dataset (1)

E Dataset.Read.All &
View all datasets

Step 15

After adding all the permissions, click on Grant admin consent for your organization.



Request API permissions X

¢ All APIs
Power Bl Service

hittps:/fanalysis.windows.net/powerbifaply Docs of

What type of permissions does your application require?

Delegated permissions Application permissions
Your application needs to access the AP| as the signed-in user. Your application runs as a background service or daemaon without a
signed-in user.

Select permissions expand all

u/" PaginatedReport.Read.All j y

@) The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn
more

Permission Admin consent required

“ PaginatedReport (1)

PaginatedReport.Read.all (O

] Mo

Make AP calls that require read permissions on all paginated reports

it pemissors — [IECECH

Step 16

The final result should look like this. All permissions should have a green checkmark under the Status column.



2. Entra Security Group

How to create a Microsoft Entra Security Group and add the Service Principal to it.

Step 1

Navigate to Microsoft Entra and go to Groups. Click on New group.

& iimprivate. [ @ Groups - Microsoft Entra admir
< @] A 6] ‘entra.microsoft.com, o 7= [l
Microsoft Entra admin center P Search resources, services, and docs (G+/) % @ & Pasc@embedsyio
EMBEDSY (EMBEDSY.I0)
“  Home > App registrations > embedsy_portal_user > Embedsy > Groups
A Home
8a Groups | All groups - X
¥/ What's new Embedsy
Diagnose & solve problems « L Download groups () Refresh £33 Manage view v £ Got feedback?
@ Overview (Preview)
% Favorites N & Al groups P Search Y Add filter
& Deleted groups Searcchmode @D Contains
©  Identity A K Diagnose and solve problems 1 group found
@ Overview % g Setti
cttings ] Name1 ObjectId Group type Membership type
R Users 2 &8 General
& Expiration
£ Groups A
% Naming policy
Overview (Preview)
Activity
28 Privileged Identity Management
Deleted groups Y= Access reviews
Group settings @ Auditlogs
%, Bulk operation results
& Devices v
Troubleshooting + Support
& Applications A~ 9+ Supp
2 New support request
Enterprise applications
-
£ Learn & support A
« ] »

Step 2

Select Security as the Group type and give it a name. Under Members, add the Service Principal you created in the previous step.

& InPrivate # Add members - Microsoft Entra - X+

‘entra.microsoft.com m

&  Pascal@embedsyio @)
j cuBEDsY EMBEDSYI0)

P Search resources, services, and docs (G+/)

~ @ Home > App registrations > embedsy_portal user > Embedsy > Groups | All groups > Add members x
New Group
“/ What's new -
& ? @ Tiy changing or adding fiters if you don't see what youre looking for. Selected (1)
D G A7 Got feedback iy changing or adding ¥ ¥ ing
D Reset
* ouptpe* O Search O
Favorites v
Security l embedsy portal user | X embedsy_portal_user @
e o B of27999b-24fc-4060-bese- 16dbe027dTc
S Identity A - Al Users Groups Devices Enterprise applications
embedsy portal security group | -
@ ovenview .
Group description © Name Type Details
R Users v Enter a description for the group.
embedsy portal Enterprise ap..  ef37999b-24fc-4060-befe-16dbe027d7cA
|5 Groups ~ Membership type |
Overview (Preview)
Owners
All groups No owners selected
Deleted groups Me
No members selected
Group settings
& Devices v
B8  Applications A

Enterprise applications

2 Leamasupport ~




Step 3

Verify that the Service Principal is listed as a member and click Create.

& Private . (D) # New Group - Microsoft Entra adi X =
& O (G entra.microsoft.com
Microsoft Entra admin center P Search resources, services, and docs (G+/) Pa:;E:Eln@;‘?E:;ig;g
“  Home > App registrations > embedsy_portal_user > Embedsy > Groups | All groups >
ﬁ Home
New Group - X
% What's new
Diagnose & solve problems A7 Got feedback?
Group type * ©
* Favorites v pop
‘ Security v ‘
S Iidentity A Group name * (O
‘ embedsy_portal_security_group \/‘
@ Overview
Group description (O
8 Users % ‘ Enter a description for the group ‘
Ip’i‘ s A Membership type ©
Overview (Preview)
Owners
All groups No owners selected
Deleted groups Members
Group settings
& Devices v
83 Applications AN
Enterprise applications
v
®
a2 Learn & support I
«




3. Use Custom Domain

How to configure a custom domain for your ProConomics Portal.

Step 1

Register a custom domain with your preferred domain registrar if you haven't already.

Step 2

Add the required DNS records. You will need to add a CNAME record pointing to your Azure Web App URL.

" InPrivate (im) \ n od - Microsoft Azure X

C ® portal.azure.com, m = @

i i Copilot = & Pascal@embedsy.io
Microsoft Azure £ Search resources, services, and docs (G+/)  Copilo @ & 0O & e Q

Home > Subscriptions > Azure subscription 1| Resources > embedsy-prod

=7 embedsy-prod | Custom domains * - X
Web App
[0 search s« () Refresh [} Troubleshoot
¢ Tags - Configure and manage custom domains assigned to your app. Learn more 2
/2 Diagnose and solve problems
1P address: © | 20.105.224.41 D
@ Microsoft Defender for Cloud
Events (preview) Custom Domain Verification ID: © | 0B2AC6691917D2218313672D17822CBDE1643709D44999... )
Better Together (preview)
> Deployment L Filter by keywords Y Add filter
> Performance 1items
' Settings
9 + Add custom domain | = Buy App Service domain
{x} Environment variables
" . . Custom domains Status vV Solution Binding type Certificate used V' Actions vV
{l! Configuration
& Authentication " Jand Q s

@ Application Insights
Identity

& Backups

Custom domains

Certificates

~
&

Networking < Previous Items per page: ‘ 50 v ‘ Page‘ T v ‘ofT

Step 3

Navigate to your Azure Web App and go to Custom domains. Click on Add custom domain and enter your domain name.



InPrivate = (0 \ Add custom domain - Microsoft X+

C @ (5] portal.azure.com, 0 o~ @
; i i Pascal@embedsy.io
Microsoft Azure P Search resources, services, and docs (G+/) D Copilot B T Q
Home > Subscriptions > Azure subscription 1| Resources > embedsy-prod Add custom domain %
& embedsy-prod | Custom domains %
S Web App A
Domain provider * ® O App Service Domain
[ P search s« () Refresh [} Troubleshoot _
R (®) Al other domain services
€ Tags “ Configure and manage custom domains assigned to your app. Lear more (1
2 Diagnose and solve problems TLS/SSL certificate * (®) App Service Managed Certificate
1P address: [ 20.105.224.41 )
© Microsoft Defender for Cloud O Add certificate later
Events (preview) Custom Domain Verification ID: @ | 0B2AC6691917D2218313672D17822CBDE1643709D44999... [
R TLS/SSL ty * SNI SSL
Better Together (preview) /st type” ©
> Deployment P Fikerbylkepwords |V Add fiter O based sst
1 it
> Performance ems Enter your custom domain. We'll give you hostname records to register with your domain
- provider, and we can validate and add your custom domain here. Lear more &3
Settings ) -
—~+ Add custom domain - Buy App Service domain li] De
{x} Environment variables Domain * ®
Custom domains v Status Vv Solution v
i1} Configuration
) ) ° Hostname record type *
& Authentication e - o : -
@ Application Insights Domain validation
To validate your domain ownership, copy the hostname records below and enter them with
, Identity your domain provider. Learn more 2
& Backups L Export to CSV
- EEEmEETETE Type Host Value Status
&= Certificates
CNAME  portal embedsy-prod.azurewebsites.net [
3 Networking
™" astiid.portal 0B2AC6691917D2218313672D178 [y
2 Scale up (App Service 22CBDE1643709D449995B8BD661
plan) 9012A4ADF2
) « >
. Scale out (App Service d
# plan)
@ Weblobs < Previous Items per page: | 50 v/ | Page [ 1 v | of1 Next Add Cancel
v
a

Step 4

After the domain is validated, Azure will automatically provision an SSL certificate for your custom domain.



& pivate O

embedsy-prod - Microsoft Azure X  # embedsy portal_user - Microsoft X =+

< C @ 6

‘entra.microsoft.com,

Microsoft Entra admin center R Search resources, services, and docs (G+/) Pascal@embedsy.io a

EMBEDSY (EMBEDSY.I0)

Home > App registrations > Enterprise applications | All applications > App registrations > embedsy_portal_user
A Home . .
3 embedsy_portal_user | Authentication = - X
¥/ What's new
Diagnose & solve problems Search A7 Got feedback?
B Overview =
X Favorites & Quickstart Platform configurations
. # Integration assistant Depending on the platform or device this application is targeting, additional configuration may be required such as
S Identity A redirect URIs, specific authentication settings, or fields specific to the platform.
X Diagnose and solve problems
® overview -+ Add a platform
Manage
U v ) .
R Users = Branding & properties
% Groups N Single-page application Quickstart  Docsc? [l
Redirect URIs
2 D ) Certificates & secrets ) ) ) )
S The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out
1l Token configuration users. The redirect URI you send in the request to the login server should match one listed here. Also referred to as reply URLs. Learn more
& Applications A about Redirect URIs and their restrictions o7
= API permissions 1
i jcati https://subdomain.domain.com/login/auth-callback v
Enammie gxaletiss & Expose an AP [ hetp 9 ! | @
5 App roles Add URI
Grant types
& Roles & admins v & Owners
@ Your Redirect URI s eligible for the Authorization Code Flow with PKCE.
& Roles and administrators
B Protection v
M Manifest
Identity Governance N
Support + Troubleshooting Front-channel logout URL
8  External Identities v -
4L New support request This is where we send a request to have the application clear the user's session data. This is required for single sign-out to
work correctly.
Show more
| eg. httpsy//example.com/logout v
-
£ Lean& support AN
«

Step 5

Finally, update the Redirect URI in your Service Principal to include the custom domain. Go back to Microsoft Entra > App
Registrations > your Service Principal > Authentication, and add the new redirect URI with your custom domain.




4. Fabric Admin Settings

How to change the Fabric / Power Bl Admin settings to allow the Service Principal to embed content.

Step 1

Navigate to the Fabric Admin Portal. Go to Tenant Settings.
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Step 2

Search for "Embed content in apps" and enable it. Apply it to the Security Group you created in the previous step.
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Power Bl

Step 3

Search for "Service principals can use Fabric APIs" and enable it. Apply it to the same Security Group.
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5. Capacity Settings

How to assign the Service Principal to Fabric / Embedded capacity.

Step 1

Navigate to the Azure Portal and find your Fabric or Power Bl Embedded capacity resource.
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Step 2

Go to Access control (IAM) and click on Add role assignment.
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Step 3

Select the Contributor role.
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Step 4



Search for and select the Service Principal you created earlier.
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Step 5

Review and assign the role. The Service Principal should now have Contributor access to the capacity.
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6. Workspace Configuration
How to add the Service Principal or Entra Security Group to your Power Bl workspaces.

Add the Service Principal or the Entra Security Group as a Member to each Power Bl workspace that you want to embed reports

from. This allows the ProConomics Portal to access the reports in those workspaces.
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7. Update Client Secret
How to add the Client ID and Client Secret to the ProConomics Portal.

After creating the Service Principal and obtaining the Client ID and Client Secret, you need to add these values to the ProConomics

Portal settings.

Navigate to the ProConomics Portal configuration page and enter the Client ID.

. .
-, Pascal Kiefer

Ov My Profile
rgﬁ User Configuration
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{(CD} Portal Configuration

(5> Sign Out

Enter the Client Secret and save the configuration.
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8. Azure Budget & Cost Control

How to control costs in Azure.

We always recommend to set up a budget in Azure to control your costs. This way you will receive an alert when your costs reach a
certain threshold.

You can set up a budget in the Azure Portal by navigating to Cost Management + Billing. From there, you can create a new budget
and set the amount and the alert threshold.

For more information, see the Microsoft documentation on creating_budgets.



https://learn.microsoft.com/en-us/azure/cost-management-billing/costs/tutorial-acm-create-budgets

